American University Plan for
Combating the Unauthorized Distribution of Copyrighted Materials
The unauthorized distribution of copyrighted materials through illegal downloading or peerto-peer distribution or file sharing of intellectual property on the university’s network is
prohibited as stated in the university’s Computer Use and Copyright Policy
[http://www.american.edu/oit/policies/Computer-Use.cfm].
In compliance with the Higher Education Opportunity Act of 2008, American University
establishes this written plan to combat the unauthorized distribution of copyrighted
materials through illegal downloading or peer-to-peer distribution or file sharing of
intellectual property on the university’s network. The intent of this written plan is to inform
students and employees of the appropriate versus inappropriate use of copyrighted material
on the network and to deter, detect and, where necessary, discipline prohibited use, without
unduly interfering with the educational and research use of university’s network.
1. Technology-based Deterrents
American University uses a variety of methods to combat the unauthorized distribution of
copyrighted materials. The primary technology-based deterrent used by Office of
Information Technology (“OIT”) is Packetshaper, which manages bandwith usage. OIT
works with the campus to ensure a consistent policy statement is included on each webbased login page. The statement is “By using this system, you agree to abide by American
University's IT Policies” and the policies is hyperlinked to related policies including the
Computer Use and Copyright Policy”
The University also responds to reports of the unauthorized distribution of copyrighted
materials on the University’s network when a written complaint is received by the
university’s Designated Agent pursuant to the notice and take-down procedures of the
Computer Use and Copyright Policy [http://www.american.edu/oit/policies/ComputerUse.cfm]. When properly notified of the alleged copyright infringement, the Designated
Agent will send the information to OIT. OIT will use the information in the take-down
notice to determine the user responsible for the end-point using that network connection at
that time. OIT will then notify the user to take down the alleged infringing material and will
disable the user's access to avoid continuing the alleged infringement. Once the user has
notified OIT that the infringing material has been removed from his/her computer, the
user's access will be reinstated. OIT will notify in writing the infringing individual and the
Office of General Counsel. Individuals who have been found to infringe copyrighted
materials on the university network are subject to disciplinary proceedings under the
Computer Use Policy, Faculty Manual, Student Code of Conduct, and Staff Manual of
Personnel Policies.
2. Educating and Informing the AU Community
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The University conducts ongoing educational programs to inform the campus community
about the appropriate use of copyrighted material on the network. These educational
activities include but are not limited to the following:
Annual disclosure email from the Director of Student Conduct & Conflict
Resolution Services to all students regarding policy, summary of civil liabilities and
criminal penalties, and legal alternatives (iTunes, etc).
OIT conducts presentations to parents on appropriate uses of copyrighted material
during technology session at New Student Orientation.
Office of Campus Life (“OCL”) includes an educational flyer (made by H&DP and
OIT) on the new student orientation CD (New Student Programs) distributed to
students and parents at check-in.
OCL includes educational flyer (made by H&DP and OIT) on the flash drive flyer
distributed to new students at residence hall check-in.
OIT and OCL create and implement a poster campaign in the residence halls.
OIT and OCL create and implement a "bulletin board in a bag" for RAs to use for
educating on appropriate use of copyrighted material.
Office of General Counsel has an online program on its website called “Copyright
School” [http://www1.american.edu/counsel/pages/copyright_school.html
The Computer Use and Copyright Policy is published annually via the Getting
Connected Guide both online by OIT
[http://www.american.edu/oit/policies/Computer-Use.cfm] and online in the
Student Handbook [http://www.american.edu/ocl/vp/student_policies.cfm].
3. Procedures for Handling Unauthorized Distribution of Copyrighted Material
See Section 2 of this Plan and the notice and take-down procedures of the Computer Use
and Copyright Policy [http://www.american.edu/oit/policies/Computer-Use.cfm].
4. Reviewing the Effectiveness of this Plan
The effectiveness of this plan. will be reviewed annually, at the end of the academic year, by
OIT and Campus Life, in consultation with the Office of General Counsel. During the
annual review, the University will evaluate the effectiveness of the current procedures and
any new legal alternatives for downloading copyrighted material.
5. Summary of Civil and Criminal Penalties for Violation of Federal Copyright Laws
Copyright infringement is the act of exercising, without permission or legal authority, one or
more of the exclusive rights granted to the copyright owner under section 106 of the
Copyright Act (Title 17 of the United States Code). These rights include the right to
reproduce or distribute a copyrighted work. In the file-sharing context, downloading or
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uploading substantial parts of a copyrighted work without authority constitutes an
infringement.
Penalties for copyright infringement include civil and criminal penalties. In general, anyone
found liable for civil copyright infringement may be ordered to pay either actual damages or
"statutory" damages affixed at not less than $750 and not more than $30,000 per work
infringed. For "willful" infringement, a court may award up to $150,000 per work infringed.
A court can, in its discretion, also assess costs and attorneys' fees. For details, see Title 17,
United States Code, Sections 504, 505.
Willful copyright infringement can also result in criminal penalties, including imprisonment
of up to five years and fines of up to $250,000 per offense.
For more information, please see the Web site of the U.S. Copyright Office at
www.copyright.gov, especially their FAQ's at www.copyright.gov/help/faq.
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