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FOREWORD

There is an overwhelming consensus that the U.S. government (USG) is not optimally organized to coordinate its response to the
significant and growing cyber threat. Despite this consensus, there has been sustained resistance to implementing necessary structural
reforms. The current impasse is not due to lack of serious review and study of the issue. To the contrary, as the reader of this guide will
see, the literature demonstrates that options for addressing this gap have been studied, reviewed, and reported on extensively.

We took on the development of this guide to help move forward the process of creating a National Cyber Director (NCD) by
summarizing the current thinking on the issue and providing concise recommendations and implementation priorities. Ever the
optimists, we believe that it is not too late to adopt these changes. We see the upcoming election as an opportunity for either a Biden or
second-term Trump Administration to take a fresh look at governmental reforms to address the cyber threat. It is not simple nor is it
without tradeoffs; but it is doable.

What we are proposing here, as others have before us, is not a new cyber agency. We are also not suggesting a replacement for any of the
existing departments and agencies that are working in this space. Rather, we are advocating for the creation of a White House entity that
not only coordinates disparate interest and expertise across the entire federal government but also can represent the USG with one voice
with external stakeholders on these issues. This role is critically needed and does not exist today.

This document includes a review of the literature on this topic to-date along with our recommendations for (1) what structural changes
are needed and (2) the steps required to get there during the November to January 2021 timeframe and in the first 100 days of a Biden or
second-term Trump Administration. Most of our recommendations align with the current language in H.R. 6395- the William M.
(Mac) Thornberry National Defense Authorization Act for Fiscal Year 2021, passed by the House on July 21, 2020, with four critical
additions summarized below:

1. Provided specificity regarding the background expertise and skills for the NCD to include national security, technical/engineering,
and leadership and stakeholder engagement experience in both the government and the private sector.

2. Recommended organizational changes regarding the Office of the National Cyber Director (ONCD), including details about how
the staff should be structured.

3. Added details regarding the roles and relationship between the NCD and other key elements of the Executive Office of the
President (EOP) and heads of other Executive Branch Departments and Agencies including the NCD’s role in developing,
implementing and leading a government-wide National Cyber Strategy.

4. Clarifying the NCD’s scope as it relates to both offensive and defensive cyber operations.

We believe these additions are critical for two important reasons:

First, for the NCD to be successful, he or she must have the required expertise. Without the correct background, there is significant risk
that the NCD will not be successful and the potential benefits of an ONCD may not be realized. As such, we believe it is important to be
as detailed as possible regarding the ideal background and experience required for this position. Similarly, based on our collective
experience, we wanted to provide more information regarding the structure of the ONCD staff and how it should interact with relevant
departments and agencies. This interaction is particularly important as it, if done correctly, will help to empower departments and
agencies that are already working on these issues.

Second, we wanted to avoid artificial distinctions that have previously caused confusion and created friction within the USG and ensure a
whole of government response to cyber threats. In particular, we propose that the NCD have a role in the coordination of both offensive
and defensive cyber operations. Given that offensive and defensive cyber operations are often related or inexorably linked, it follows that
the President’s primary advisor on cyber should have visibility and coordination capacity across these issues. This is not a significant
departure from the role the National Security Council plays in both offensive and defensive cyber operations today. Indeed, the natural
consequence of allowing the NCD to participate in all NSC and Principal meetings regarding cyber operations, strategy, threats,
responses, and remediation is to elevate the work done previously by the NSC Cyber Directorate on both offensive and defensive cyber

operations to the ONCD.

We believe that adopting these recommendations will strengthen our cybersecurity capabilities and enhance the government’s ability to
secure America from cyber threats. The time to act is now.
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PROPOSAL

Our Recommendation for

The National Cyber
Director

Recommendations in black reflect the language in the NDAA, either verbatim or in intent,

and refer specifically to NDAA DRAFT H.R. 6395, passed by the House on July 21, 2020

Recommendations in green are culled from other sources and are consistent with the
overall posture of creating a strong, effective NCD position.

Position

The National Cyber Director (NCD)

shall be an Assistant to the President.

NCD has the seniority and authority to
engage directly with heads of U.S.
departments and agencies, and other
senior officials in the Executive Branch.

NCD should oversee and manage the
Office of the National Cyber Director
(ONCD). The ONCD shall have three
deputy positions with the following
responsibilities: (1) Strategy, Policy and
Capabilities,(2) Budget, and (3) Plans

and Operations.

While nor necessary for the structural
reforms proposed, Senate confirmation of
the NCD is not objectionable.

NCD will be a senior leader with national security,
technical/engineering, and leadership and stakeholder
engagement experience who has spent time both in

the government JI]d in the Pl'i\l’!lk‘ secror.

ONCD shall be staffed with approximately 75 full-
time employees, a size similar to that of existing,
comparable Executive Office of the President
Organizations.

NCD’s staff should maintain a significant number of
rotating detailees from other federal departments and
agencies to complement a core group of direct-hire,
full-time employees of the Office.

NCD deputies positions should not be dual hatted
but could be staffed by detailees from departments
and agencies or from the private sector rotation. It is
expected that the NCD Deputies should be SES-level

or have at least 15 years of relevant experience.

For non-deputy staff, at the discretion of the NCD,
they may either be fully detailed to the ONCD

(ONCD must have detailees from DHS, DOJ/FBI,
IC & DOD at a minimum), dual hatted with a role
in the NCD but remaining in their home agency, or

from the private sector on rotation.

The ONCD will absorb the Cyber Directorate of

National Security Council.

NCD is the primary presidential advisor on issues involving cyber,
cybersecurity, and emergent technologies.

NCD is the joint coordinator of federal information security with

the Federal CIO.

NCD is the joint coordinator of telecommunications cyber issues,

including cyber security elements of 5G, with the head of NTIA.
Specific Responsibilities Include but not Limited to:

Organize the coordination, integration, and planning of defensive
cyber operations and maintain situational awareness of all offensive
cyber operations, including all relevant Tite 10 and Tide 50
matters.

Participate in all National Security Council and Principals meetings
regarding cyber strategy, policy, operations, threats, responses, and

remediation.

Coordinate closely with the National Security Advisor and relevant

components of the NSC such as the Resiliency Directorate.

Consult within the Executive Office of the President (EOP) early
and often for all policy and operational issues where the NCD’s
scope is implicated directly or indirectly.

Develop a National Cyber Strategy and oversee its implementation
by the various U.S. departments and agencies, including any
classified annex that governs Intelligence Community policy and
operations.

Conduct budget and oversight responsibilities in the
implementation of the National Cyber Strategy in coordination
with the Head of OMB, including any classified annex, such as the
power to review annual budgets of departments and agencies to
determine whether their budgets are consistent with the National

Cyber Strategy.

Coordinate with Congress, the private sector, and international
partners on cyber cybersecurity, and cmergent technologies on

behalf of the White House and EOP.

Work with departments and agencies to ensure consistent messaging
throughout the USG on all cyber and emergent technology related
issues.




TIMELINE

Election through January 2021 First 100 days of Administration

Identify detailees Create and implement senior
within relevant leadership training for
department and departments and agencies on
agencies for transfer cyber policy priorities,
*Pick and vet to the Office of the Convene internally with engagement with interagency
National Cyber National Cyber EOP office leadership counterparts, and the WH policy
Director and three Director. including but not process. This should include an
relevant Deputies. limited to NSC, NEC, "ONCD 101" and other similar
QOSTP USTR, DPC, OMB content and process training that
to codify NCD's role. will help facilitate the

interagency process.

B 2 3 4 5 6 7 8 >

Integrate NCD Set forth a plan,
position and timeline, and process
equities into all for development of
aspects of national the National Cyber
security team Strategy.
development.

Launch a policy
process to codify

Work out appropriate

office space for the

new directorate within NCD through a PFD

EEOB and close by and identify any

sites. relevant EQ's or
PPDs to be
updated.

*|dentifying, recruiting and vetting the first NCD is the number one implementation priority. The NCD will be a

senior leader with national security, technical/engineering, and leadership and stakeholder engagement
experience who has spent time both in the government and in the private sector.
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Federal Chief Information Ofticer
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